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Massive MIMO/mmWave

Security

IoT

LiFi

Energy Harvesting

Multi Access Edge Computing

An Integrated Test Bed



Sub-project: Massive MIMO



Massive MIMO Test Bed Setup

 Algorithms completed:

•Channel Estimation at Base Station receiver for FR1

•Single stream channel equaliser at Base Station receiver for FR1



Sub-project: Security



Security of Connected 
Devices in 5G

DYNAMIC

KEY GENERATION

1.  Can UEs in a 5G network harvest

secret keys from physical-layer? 

2.  End-to-end privacy for UEs in D2D framework?

Test Bed Highlights

• Physical-layer key generation on 5G 
compliant UEs

NETWORK PROVENANCE

1. How to facilitate low-latency 

communication in 5G-compliant

networks?

2. How to detect security threats on

multi-hop networks?

Test Bed Highlights

● A new framework of network provenance on 
a text bed of six XBee devices

1. How secure is 5G?

2. Salient features of 5G security

architecture?

3. Developments with respect to 4G?

● 5G AKA protocol

● AS and NAS key hierarchy.

● Implementation on a network of XBee devices to emulate

home network and UEs

Test Bed  Highlights



Network Provenance
5G Authentication & Key Generation

UE-2
Relaying 
nodes
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Network Provenance Set-up



PHY PHY

Higher 
layers

Higher 
layers

● Wireless security
● Device authentication
● Key generation 
● Physical layer security

UE/IoT 
device

UE/IoT 
device

● Crypto solutions
● Provenance
● Cross layer 

solutions

Test Bed Uses
● Software solutions on 

○ Physical layer security by key generation from physical channel
○ Key management
○ Provenance
○ Algorithm implementation of Lightweight crypto RFID 
○ Secure Boot
○ Distributed attestation and malware analysis
○ Physical Layer Security for FSO backhauling in 5G

Security of Connected Devices 



Sub-project: IoT



IoT Framework

• 5G standards based Interfaces and protocols available   for IoT app & device developers on 5G network
• IoT apps like Air pollution monitoring, health care (will be explored with AIIMS) on network setup within IITD and will be made 

available to developers and manufacturers



Highlights of Test Bed @ IIT D

IoT



Sub-project: Energy Harvesting



 WSN node development for telemetry:

 Multi-sensing platform development and optimization

 Customized data communication/aggregation

 IoT data processing for low-power and low-bandwidth cloud communication

 Node-level information generation optimization

 Context-aware data pruning

 Energy sustainability using UAV-assisted energy transfer

Energy Harvesting



 Novel powering techniques

– Terrestrial

– Air-to-Ground (UAV-assisted)





Sub-project:LiFi



PHY layer

MAC

LiFi 
Transceiver

LiFi 
Transceiver

Mobile 
Unit

Mobile 
Unit

Internet data

Deliverables:
1. User can test different MAC algorithms.
2. Performance evaluation of different modulation schemes.
3. Limited multiplexing schemes depending upon the final hardware design.



LiFi Setup

PC: 
Airbnb.com

500 
Mb/s

Control 
Plane

Mobile Unit

LiFi 
Transceiver

LiFi 
Transceiver

Mobile Unit



Highlights of Test Bed @ IIT D

LiFi demo at IMC
LiFi



Sub-project:MEC



Multi-Access Edge Computing

Equipment identification and procurement

Requirements and Architecture Document, Resource hiring, use-case identification

Software Implementation for MEC and Integration

Use-case implementation (Pollution Monitoring and Video Surveillance with Analytics)

Additional API implementation and integration

Multi-Access Edge Computing


